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Cyber-physical Systems

Cyber Systems

Physical Systems

1781 Industrial Revolution
Man/muscle power shifted to 

Machines

1880
Electrical Revolution

Electrification enabled 
sustainable innovation of 

Machine concept. 

1969 Binary Revolution
Mind/brain power shifted to 

Computers.

Now Digital Transformation
Human have muscle system 
complemented by brain. So 
why Computer can achieve 
same synergy with machines?

Evolution of revolution
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Evolution of standards
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Blockchain & IoT

The IoT is at core of the digitization process of the economy and society. 

This new distributed models comes with new challenges in area of:

• Scalability

• Privacy

• Reliability

Blockchain is missing link between IoT deployment challenges and values 

expected from such a Distributed model. Blockchain is seen as promising 

alternative to established practices based on centralized control.
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Evolution of standards

IoT Blockchain

Decentralized

Consensus-driven

Unalterable

Time-stamped

Anonymous

Programmable
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Healthcare

The individual owns his/her own health and can access a life-time supply of 

records, anytime, anywhere. When necessary, the records are shared, accessed and 

interpreted by various stakeholders in a transparent and efficient manner.
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Energy & Utilities

Energy Consumption behavior is expected to 

be changed. Todays centralized utility model 

shall transform into Distributed energy 

service providers. Where exchange of 

energy as medium of value will be 

bidirectional, governed by smart contracts 

and incentives to stimulate production or 

storage of energy. New Utility model will 

be composed out of virtual power plants, 

Micro Grids, Nano Grids,…self healing and 

AI empowered … ideally 
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Have A Questions ? Answers? Feedback? 
Both?

Hit: https://feedbacker.sk/
Hashtag: #iot
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Some backup blah blah blah from 
this point
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IOTA COKE?
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What technology consist of?
BC element Technically Related Standards

Operations
DC, Cloud, Crowd 

hosting, …

ISO/IEC 27001, BSI 100

Implementation
Public, Private, 

COnsortium

ISO/IEC 15408

Privacy Mechanism
Free, 

permissioned

ISO/IEC 29115, 27017, 27018, 27552, JTC SC 32

Application 

protocol

Smart Contracts, 

Dapps, …

Now Decoupled from BC via Smart Contracts but ???

Blockchain protocol Consensus Protocol In progress (ISO/IEC TC 307) 

Cryptography Hash function ISO/IEC 10118, 14888, 18014, 29128, 9798, 13888, 18031, 20009, 20008
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What is Smart Contract?

Technical view:

A smart contract is a distributed 

application running on and 

distributed with the distributed 

ledger. Represents more the 

process of agreeing on an outcome 

than its legal status. Its outcome 

may or may not be legally binding.”

Legal view:

The legal character of a smart 

contract is that what a judge 

decides to be. So if a smart 

contract should ever be legally 

binding, it is better to apply legal 

standards to smart contracts. 
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BC & DLT implementation types

• Platforms for 
development and 
execution of 
complete 
applications

• (Ethereum, Synerio, 
…)

• Semi-decentralized 
consensus 
mechanisms and 
permissioned DLT

• (Hyperledger, 
Ripple, …)

• Applications that link 
digital tokens to 
real assets

• (ColorCoin, 
Counterparty, …)

• Internet-based 
medium of exchange

• (Bitcoin, Monero, 
…)

Digital 
Currencies

Asset

Registry

Application 
Stacks

Asset

Centric

Technologies

Horizontally (application type): 

• Exchange of digital assets and 

currencies 

• Notarization of transactions 

• Traceability of products, of events 

• Storage of digital proof 

• Automatization of processes 

• Intellectual property management

Vertically (Industry applications):

• Financial services (banking, insurances) 

• Government and public services 

• Manufacturing 

• Retail 

• Utilities 

• Culture, media and entertainment
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Blockchain Standards and Regulations
Standardization Organizations:

ISO TC 307 Blockchain and electronic distributed ledger technologies

CEN -||-

IEC -||-

ETSI Industry Specification Group on 'Identity and access management for Networks and Services

3GPP 5G infrastructure hosted Dapps

OneM2M

EU Regulations and Directives:

eIDAS - electronic Identification, Authentication and trust Services

AML4D - Anti Money Laundering Directive

GDPR - General Data Protection Regulation

ePrivacy - Privacy and Electronic Communications Directive

NIS - Network and Information Security


